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BIOMETRIC INFORMATION PROCESS
DEVICE, BIOMETRIC INFORMATION
PROCESS METHOD, AND COMPUTER
READABLE MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2011-
120531, filed on May 30, 2011, the entire contents of which
are incorporated herein by reference.

FIELD

A certain aspect of embodiments described herein relates
to a biometric information process device, a biometric infor-
mation process method, and a computer readable medium.

BACKGROUND

There are a method of using a transmitted light, a method of
using a reflected light and so on, as a method of taking an
image of a biological body in a biometric authentication. In a
case where an image of a biological body under a skin such as
a vein is taken, a diffusion light that is included in a reflected
light, diffuses inside of a palm and returns is used. In this case,
a surface reflection light reflecting at the skin is a noise.
Therefore, when the surface reflection light and the diffusion
light are superpositioned with each other, detecting of a bio-
logical body is difficult.

The following technologies are known as a method of
taking an image without the surface reflection. In Japanese
Patent Application Publication No. 2002-200050 (hereinafter
referred to as Document 1), surface reflection is removed with
use of a polarization filter. In Japanese Patent Application
Publication No. 2002-514098 (hereinafter referred to as
Document 2), a surface reflection component is removed by
controlling “on” and “off” of a plurality of light sources.

SUMMARY

According to an aspect of the present invention, there is
provided a biometric information process device comprising:
a biometric sensor obtaining a plurality of biometric images
of a user; a detection portion detecting a surface reflection
region of the plurality of biometric images; and a storage
portion storing biometric information obtained from biomet-
ric images included in the plurality of biometric images, the
biometric images having a different surface reflection region
from each other.

According to an aspect of the present invention, there is
provided a biometric information process method compris-
ing: obtaining a plurality of biometric images of a user with a
biometric sensor; detecting a surface reflection region of the
plurality of biometric images; and storing biometric informa-
tion obtained from biometric images included in the plurality
of biometric images, the biometric images having a different
surface reflection region from each other.

According to an aspect of the present invention, there is
provided a computer readable, non-transitory medium stor-
ing a program that causes a computer to execute a process, the
process including: obtaining a plurality of biometric images
of'a user with a biometric sensor; detecting a surface reflec-
tion region of the plurality of biometric images; and storing
biometric information obtained from biometric images
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included in the plurality of biometric images, the biometric
images having a different surface reflection region from each
other.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates surface reflection;

FIG. 2A to FIG. 2C illustrate surface reflection;

FIG. 3 illustrates a positional relationship between an
object and a light source;

FIG. 4A to FIG. 4C illustrate a plurality of registered
images;

FIG. 4D illustrates an image for matching;

FIG. 5A to FIG. 5C illustrate a plurality of registered
images;

FIG. 5D illustrates an image for matching;

FIG. 6A illustrates a block diagram for describing a hard-
ware structure of a biometric information process device in
accordance with a first embodiment;

FIG. 6B illustrates a perspective view for describing an
example of a biometric sensor;

FIG. 7 illustrates a block diagram of each function realized
by execution of a biometric information process program;

FIG. 8 illustrates an example of a flowchart executed dur-
ing a registering process;

FIG. 9 illustrates a flowchart which a surface reflection
region detect portion executes when calculating a surface
reflection region;

FIG. 10A illustrates an example of a flowchart executed
during checking of surface reflection region;

FIG. 10B illustrates an overlapping ratio;

FIG. 11 illustrates an induction of a distance of an object;

FIG. 12 illustrates an adequate distance of an object;

FIG. 13 illustrates an induction of a position of an object;

FIG. 14 illustrates a table for describing an example of a
registered data; and

FIG. 15 illustrates a flowchart executed during an authen-
tication process.

DESCRIPTION OF EMBODIMENTS

In the technology of Document 1, there is a problem that
the polarization filter is expensive. In particular, there are few
polarization filters covering a wavelength of a near-infrared
light. Therefore, the polarization filters are expensive. And it
is necessary to emit an own light through the polarization
filter. Therefore, in general, there is a problem that an amount
of an emitting light is reduced to half or less. With the tech-
nology of Document 2, a device needs a given size. That is, it
is necessary to make a difference between incoming angles of
surface reflections. Therefore, the necessity is against the
downsizing of a biometric authentication device.

A description will be given of biometric authentication
using a reflection light before embodiments. A description
will be given of a vein authentication as an example. The vein
authentication adopts an authentication method in which an
image of'a vein under a skin is taken with use of a light source
of near-infrared light. As illustrated in FIG. 1, a light emitted
to a skin is divided into two reflection components including
a diffusion light and a surface reflection light.

The diffusion light is a light transmitted and diffused to
under a skin. That is, a light entering under a skin repeats
scattering, reaches a skin surface, and is output finally as the
diffusion light. The diffusion light has some information of a
vein under a skin and is used as an effective reflection light in
the vein authentication.
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A surface reflection light is a reflection light that is pro-
duced at an interface between an air and a skin at a given rate
because of a refraction index difference between a refraction
index of the air and that of the skin. The reflection direction
and the intensity of the surface reflection light are determined
by an incoming angle of a light and a refraction index (refrac-
tion index of the air and a biological body) (Snell’s law/
Fresnel’s law). When a surface of an object is flat, a surface
reflection light is obtained only in a direction of a reflection
angle 02 that is the same as an incoming angle 61. However,
when the surface of the object is not flat as in the case of a
biological body, the surface reflection light is observed in a
range broadened to some extent. The surface reflection light is
a noise that is unnecessary for a vein image.

A reflection angle of a surface reflection depends on an
incoming angle with respect to an object. Therefore, when the
object has a concavity and a convexity as in the case of a palm,
aregion in which much surface reflection appears (hereinafter
referred to as a surface reflection region) may occur depen-
dently on a condition of an incoming light. The surface reflec-
tion region is determined dependently on a distance, a posi-
tion, an angle or the like of the object. Therefore, the surface
reflection region may occur at various positions of the palm,
as illustrated in FIG. 2A to FIG. 2C. In the cases of FIG. 2A
to FIG. 2C, a shaded region is the surface reflection region. It
is difficult to take a distinct vein image in the surface reflec-
tionregion. This is because a surface pattern such as a wrinkle
or a wound overlaps with a vein. In this case, authentication
accuracy may be degraded.

The following technology may be used as an imaging
method removing the surface reflection. For example, it is
thought that the surface reflection is removed with use of a
polarization filter. The polarization filter is a filter dividing a
light into a P-wave and a S-wave. By using of the polarization
filter, the surface reflection can be removed with use of a
reflectivity difference between the P-wave and the S-wave.
However, there is a problem that the polarization filter is
expensive. In particular, there are few polarization filters cov-
ering a wavelength of a near-infrared light. Therefore, the
polarization filters are more expensive. And it is necessary to
emit an own light through the polarization filter. Therefore, in
general, there is a problem that an amount of an emitting light
is reduced to half or less.

The reflection direction of the surface reflection is deter-
mined by an incoming angle of a light. Therefore, when there
are a plurality of light sources, the occurrence positions of the
surface reflection are changed according to the positions of
the light sources. And so, an image of which surface reflection
region is removed can be generated when “ON” and “OFF” of
the plurality of the light sources are controlled individually
and an image is taken. However, when the method is used, a
device gets larger. That is, as illustrated in FIG. 3, a given
space is needed, when light sources are located at a plurality
of positions in order to make a difference between incoming
angles of the surface reflection.

In the following embodiments, a description will be given
of a biometric information process device, a biometric infor-
mation process method and a biometric information process
program that restrain a device cost and a cost and improves
the authentication accuracy, with reference to drawings.

First, an outline is described. FIG. 4A to FIG. 4C illustrate
a plurality of registered images 1 to 3. FIG. 4D illustrates an
image for matching. The registered image is a biometric
image of a specific user registered in a database in advance.
The image for matching is a biometric image for matching
obtained from an image of a biological body of the user
obtained through a biometric sensor. The examples of FIG.
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4A to FIG. 4D are images including an outline of a palm.
However, the registered information and another information
for matching may be a data such as a feature amount of the
biological body.

When a plurality of images are registered based on images
obtained by a biometric sensor, an identical surface reflection
region may exist on a plurality of the registered images 1 to 3
if there is not a large difference in a positional relationship
between a biological body and the biometric sensor. For
example, when a time interval for taking a plurality of images
is short, a postural condition (a distance, a position, an angle
and so on) of a biological body of a plurality of images tends
to be similar to each other. In this case, as illustrated in FIG.
4 A to FIG. 4C, the surface reflection regions occur at approxi-
mately same position in the registered images 1 to 3. On the
other hand, the postural condition during a matching process
tends to be different from that during a registering process. As
a result, as illustrated in FIG. 4D, the position of the surface
reflection region is greatly different from that of the registered
images 1to 3. Inthis case, the registered images and the image
for matching of which position of the surface reflection
regions is different from each other are compared with each
other. In the surface reflection region, definition of a vein
image is degraded in both the registered image and the image
for matching. Therefore, a region having a distinct vein image
in common with each other is narrow. As a result, even if a
user of the registered image is identical to a user of the image
for matching, the similarity degree between the registered
image and the image for matching may be degraded.

In contrast, in the following embodiments, a surface reflec-
tion region is detected when an image is registered. Images
having different surface reflection region are registered in
advance, by checking an overlapping degree of surface reflec-
tion regions of a plurality of registered images. In this case,
the authentication accuracy is improved, even if an image
where surface reflection regions occur in various positions is
obtained as an image for matching.

In concrete, in cases of FIG. 5A to FIG. 5C, the position of
the surface reflection region is different from each other
among the three registered images 1 to 3. When an image for
matching of FIG. 5D is obtained, a matching process is per-
formed between the image for matching and the registered
images 1 and 2 of which surface reflection region is different
from each other. In this case, high similarity degree may not
be obtained. However, the surface reflection regions of the
image for matching and the registered image 3 are positioned
at approximately same region. In this case, a total region of
the surface reflection region gets narrower between the reg-
istered image and the image for matching. That is, a region
where the surface reflection region does not occur gets larger
between the image for matching and the registered image. In
this case, a region where a common distinct vein image is
obtained gets larger. Therefore, the authentication accuracy
gets higher. And, it is not necessary to use an expensive device
such as a polarization filter. Therefore, the cost is restrained.
Further, a freedom degree of the location of a light source is
not limited. Therefore, the device size is restrained. Next,
embodiments in accordance with the outline are described.

[a] First Embodiment

FIG. 6A illustrates a block diagram for describing a hard-
ware structure of a biometric information process device 100
in accordance with a first embodiment. As illustrated in FIG.
6A, the biometric information process device 100 has a CPU
101, a RAM 102, a memory device 103, a biometric sensor



US 9,412,014 B2

5

104, a display device 105 and so on. These components are
coupled to each other with a bus or the like.

The CPU 101 is a central processing unit. The CPU 101
includes one or more core. The RAM (Random Access
Memory) 102 is a volatile memory temporally storing a pro-
gram executed by the CPU 101, a data treated by the CPU
101, and so on.

The memory device 103 is a nonvolatile memory device.
The memory device 103 may be a SSD (Solid State Drive)
such as a ROM (Read Only Memory) or a flash memory, or a
hard disk driven by a hard disk drive. The memory device 103
stores a biometric information process program. The display
device 105 is a device for displaying a result of each process
executed by the biometric information process device 100.
The display device 105 is, for example, a liquid crystal dis-
play.

The biometric sensor 104 is a sensor for obtaining a bio-
metric image of a user, and obtains vein information of a user
such as a finger, a palm or the like. As an example, the
biometric sensor 104 is an imager device for taking an image
of'a vein under a palm skin with use of a near-infrared light
having high permeability with respect to a human body. The
biometric sensor 104 has a CMOS (Complementary Metal
Oxide Semiconductor) camera and so on. The biometric sen-
sor 104 may have a light source for emitting a light including
the near-infrared light. The biometric sensor 104 may have a
distance sensor for obtaining a distance between the biomet-
ric sensor 104 and a biological body, an inclination of the
biological body, and so on. In the embodiment, the biometric
sensor 104 obtains vein information by taking an image of a
palm, as an example.

FIG. 6B illustrates a perspective view for describing an
example of the biometric sensor 104. As illustrated in FIG.
6B, the biometric sensor 104 has an imager device 106, a light
emitting portion 107, and a distance sensor 108. The imager
device 106 is not limited specifically if the imager device 106
can obtain a vein image. The light emitting portion 107 is not
limited specifically if the light emitting portion 107 can emit
alight including a near-infrared light. The number of the light
emitting portion 107 may be more than one. In the example of
FIG. 6B, four light emitting portions 107 are arranged so as to
surround the imager device 106. The distance sensor 108 is
not limited specifically if the distance sensor 108 can obtain a
distance to an object. The number of the distance sensor 108
may be more than one. In the example of FIG. 6B, the distance
sensor 108 is arranged between each light emitting portion
107.

Next, a description will be given of each process of the
biometric information process device 100. The biometric
information process program stored in the memory device
103 ofthe biometric information process device 100 is devel-
oped in the RAM 102. The CPU 101 executes the biometric
information process program developed in the RAM 102.
Thus, each process of the biometric information process
device 100 is executed.

FIG. 7 illustrates a block diagram of each function realized
by the execution of the biometric information process pro-
gram. As illustrated in FIG. 7, an overall control portion 10, an
imager portion 20, a surface reflection region detection por-
tion 30, a surface reflection region check portion 40, an induc-
tion portion 50, and an authentication process portion 60 are
realized by the execution of the biometric information pro-
cess program. A registered database 70 is stored in the
memory device 103.

The overall control portion 10 controls the imager portion
20, the surface reflection region detection portion 30, the
surface reflection region check portion 40, the induction por-

10

15

20

25

30

35

40

45

50

55

60

65

6

tion 50, and the authentication process portion 60. The imager
portion 20 extracts vein information of a palm by obtaining an
image of a palm from the biometric sensor 104 in accordance
with an instruction of the overall control portion 10. The
surface reflection region detection portion 30 detects a sur-
face reflection region from the image of the palm obtained by
the biometric sensor 104. The surface reflection region check
portion 40 checks a position of the surface reflection region.
The induction portion 50 executes a process for inducing a
biological body of a user. The authentication process portion
60 executes an authentication process in accordance with an
instruction of the overall control portion 10.

In a registering process, a data obtained through a process
of the imager portion 20, the surface reflection region detec-
tion portion 30, the surface reflection region check portion 40,
and the induction portion 50 is registered in the registered
database 70 as a registered data. In an authentication process,
the authentication process portion 60 matches a date obtained
through the process of the authentication process portion 60,
the imager portion 20, the surface reflection region detection
portion 30 and the surface reflection region check portion 40
(hereinafter referred to as a data for matching) with a regis-
tered data registered in the registered database 70. A descrip-
tion will be given of details of the registering process and the
authentication process.

[Registering Process]

FIG. 8 illustrates an example of a flowchart executed dur-
ing the registering process. A description will be given of an
example of the registering process with reference to FIG. 8.
The overall control portion 10 assigns “1” into a current
enrollment number “n” (Step S1). Next, the biometric sensor
104 takes an image In in accordance with an instruction of the
imager portion 20 (Step S2). In the embodiment, the image In
is a biometric image of which object is a palm. The image In
is a biometric image obtained for generating a n-th registered
data of an objective user. When obtaining the image, an imag-
ing condition may be set with respect to the object. In con-
crete, the image may be taken only when a distance to the
object, aposition of the object, aninclination of the object and
so on are within a predetermined range. The distance to the
object can be measured with use of the distance sensor 108.
The position of the object can be measured with use of the
taken image. The inclination of the object can be measured
with use of a plurality of the distance sensor 108.

The imager portion 20 detects a palm region from the
image In obtained by the biometric sensor 104. In concrete,
the imager portion 20 extracts a palm region by binarizing
brightness values of the taken palm image with use of a
predetermined threshold. In this case, the brightness values
may be normalized in order to improve unevenness of a light
source. By the normalizing, an overlapped region of surface
reflection regions of a plurality of different images can be
checked easily.

When normalizing the brightness values, the imager por-
tion 20 obtains an area A of the palm region by applying a
labeling process after detecting the palm region by the bina-
rizing. A region of which area A is smaller than a given
threshold may be deleted from the process as a noise. The
imager portion 20 normalizes the area A of the palm region
after extracting the palm region. There are two concrete meth-
ods as the normalizing process.

The area A of the palm region may be normalized into a
given size A,. Even if a child grows and his hands grows, a
vein pattern itself is hardly changed. It is therefore possible to
authenticate accurately by normalizing the area A of the palm
region into the A,,. In concrete, an image is enlarged or down-
scaled with use of a conversion coefficient a=V(A,/A) so that
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the area A of the detected palm region is normalized into the
area A,. The coefficient is a positive square root of (A /A).

Alternatively, a measured value of the distance sensor 108
may be used, and a taken image may be converted into an
image at a predetermined distance. That is, an image data
taken in a case where the distance measured by the distance
sensor 108 is the distance D is converted into an image taken
in a case where the distance is a predetermined distance D,
(for example 5 cm). This can be realized by measuring the
conversion coefficient o with respect to a plurality of the
distance D in advance. The normalizing allows an easy com-
parison of an overlaps of the surface reflection regions in spite
of'an apparent size of the palm based on the difference of the
distance. The method has a difficulty in handling the growth
of a child. However, the information of the palm size can be
applied to the authentication process by converting the dis-
tance into the distance D. Therefore, authentication accuracy
gets higher. The method is an effective method especially in a
case where a user is limited to adults.

A process for correcting the inclination of the palm may be
added as one of the normalizing processes. It is therefore
possible to check the overlaps of the surface reflection regions
more accurately in addition to improving the authentication
accuracy, by correcting the inclination. For example, methods
disclosed in Japanese Patent Application Publication No.
2007-323667 and Japanese Patent Application Publication
No. 2007-010346 may be applied.

Next, the surface reflection region detection portion 30
calculates a surface reflection region Sn included in the image
In (Step S3). The surface reflection region Sn is a region
where relatively many surface reflection components appear.
In the surface reflection region, the brightness value tends to
be higher. Many high frequency components tend to be
included in the surface reflection region, because of the influ-
ence of a wrinkle or the like. Therefore, the surface reflection
region may be defined as a region where at least one of a ratio
of'the high frequency components and the brightness value is
larger than a threshold. In the embodiment, as an example, the
surface reflection region is defined as a region where both of
the ratio of the high frequency components and the brightness
are larger than the threshold. And, a set including all small
regions Fi determined as the surface reflection region is
defined as a surface reflection region S. A surface reflection
region of the image In is defined as a surface reflection region
Sn.

FIG. 9 illustrates a flowchart which the surface reflection
region detection portion 30 executes when calculating the
surface reflection region Sn. As illustrated in FIG. 9, the
surface reflection region detection portion 30 divides the
palm region obtained in the Step S2 into a plurality of small
blocks (Step S21). Next, the surface reflection region detec-
tion portion 30 determines whether a brightness value of an
i-th small block Ei (“i” is an integer from “1” to a division
number) is higher than a threshold T, or not (Step S22). The
threshold T, is a value for determining whether the small
block FEi is a surface reflection region or not.

If it is determined as “Yes” in the Step S22, the surface
reflection region detection portion 30 determines whether the
number of high frequency components of the small block Fi
is larger than a threshold T, or not (Step S23). The threshold
T, is a value for determining whether the small block Ei is a
surface reflection region or not. Ifitis determined as “Yes” in
the Step S23, the surface reflection region detection portion
30 determines that the small block Ei is a surface reflection
region (Step S24). If it is determined as “No” in the Step S22
orthe Step S23, the surface reflection region detection portion
30 determines that the small block Ei is not a surface reflec-
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tion region. The surface reflection region Sn in the palm
region can be detected by executing the Step S22 through the
Step S25 with respect to each small block.

With reference to FIG. 8 again, the overall control portion
10 determines whether the enrollment number “n” is “1” or
not (Step S4). If it is determined as “Yes” in the Step S4, the
imager portion 20 extracts a feature data Fn from the image In
(Step S5). In the embodiment, the feature data is a data of the
vein pattern of the palm. The feature data Fn is a feature data
obtained from the image In.

Next, the imager portion 20 registers the feature data Fn in
the registered database 70 (Step S6). Next, the overall control
portion 10 determines whether the enrollment number “n”
reaches “N” or not (Step S7). If it is determined “Yes” in the
Step S7, the flowchart is terminated. If it is determined “No”
in the Step S7, the overall control portion 10 increases the
value of the enrollment number “n” by one. “N” is a total
enrollment number which is set in advance. For example, “N”
is3 or “N”is 5.

An imaging condition may be set according to the distance
between the object and the biometric sensor 104, the position
of the object with respect to the biometric sensor 104, the
inclination of the object with respect to the biometric sensor
104, and so on. The freedom degree may decrease because a
surface reflection region check process described later is
executed with respect to a second image and other images
after the second image. And so, the authentication accuracy
may be improved by setting the best condition with respect to
the first image I, . Therefore, the imaging condition of the first
image I, may be stricter than the second image or the others
after the second image. For example, evenifanormal range of
the distance is set to be 5 cm plus minus 1 cm, a strict
condition of 5 cm plus minus 0.5 cm may be set with respect
to the first image.

If it is determined as “No” in the Step S4, the surface
reflection region check portion 40 checks the surface reflec-
tion region Sn (Step S9). FIG. 10A illustrates an example of
a flowchart which the surface reflection region check portion
40 executes when the Step S9 is executed. As illustrated in
FIG. 10A, the surface reflection region check portion 40
determines whether the surface reflection region Sn is smaller
than a threshold ornot (Step S31). The threshold is set in order
to determine whether the area of the surface reflection region
Sn is large or not. This is because, when the influence of the
surface reflection on the image In is small, the surface reflec-
tion region Sn can be used as a registered data even if a
specific process is not executed. If it is determined as “No” in
the Step S31, the surface reflection region check portion 40
assigns “1” into a registered image number “m” of a compari-
son target.

Next, the surface reflection region check portion 40 calcu-
lates an overlapping ratio R, ,, of the surface reflection region
Sn and the surface reflection region Sm (Step S33). As illus-
trated in FIG. 10B, the overlapping ratio R,, ,, is a ratio of a
product set (SnNSm) of the surface reflection region Sn and
the surface reflection region Sm with respect to union of sets
(SnUSm). Next, the surface reflection region check portion
40 determines whether the overlapping ratio R,, ,, is smaller
than a threshold (Step S34). The threshold is set in order to
make a difference between the position of the surface reflec-
tion region Sn and the position of the surface reflection region
Sm.

Ifitis determined “Yes” in the Step S34, the surface reflec-
tion region check portion 40 increases the registered image
number “m” by one (Step S35). Next, the surface reflection
region check portion 40 determines whether the registered
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image number “m” reaches the enrollment number “n” or not
(Step S36). If it is determined “No” in the Step S36, the Step
S33 is executed again.

Ifit is determined “No” in the Step S34, the surface reflec-
tion region check portion 40 determines that the check is NG
(Step S38). If it is determined “Yes” in the Step S31 or it is
determined as “No” in the Step S36, the surface reflection
region check portion 40 determines that the check is OK (Step
S37).

With reference to FIG. 8 again, the overall control portion
10 determines whether the check of the surface reflection
region is OK or not (Step S10). If it is determined as “No” in
the Step S10, the induction portion 50 executes an inducing
process (Step S11). After the Step S11, the Step S2 is
executed.

The induction portion 50 executes an inducing process
based on the distance, the position or the like. For example, as
illustrated in FIG. 11, the induction portion 50 induces the
position of the object so that the distance between the bio-
metric sensor 104 and the object is different from that of the
case where the registered data is obtained. For example, when
the distance of the case where the registered data is obtained
is Di (i=1 . . . (n-1)), the induction portion 50 calculates a
minimum value of the distance to the distance Di with respect
to the distance (Dmin to Dmax) of a registerable range as
illustrated in FIG. 12. In the case of FIG. 12, a position where
the minimum value is the largest is an appropriate position to
be induced. For example, the Dmin is approximately 4 cm,
and the Dmax is appropriately 6 cm.

When inducing the position, the induction portion 50
induces the object to a position that is different from the
position where the registered data is obtained, as illustrated in
FIG. 13. In concrete, the induction portion 50 stores a center
coordinate of the palm region (a gravity center coordinate of
the palm region), and executes the inducing process so that
center coordinates get away from each other. The induction
portion 50 may execute the same process as the inducing
process of the distance with respect to a two-dimensional
image (coordinate (X, y)), and may determine an inducing
direction. The process is a method to which a method is
generally named “distance transformation” in an image pro-
cessing field is applied. The distance transformation is used in
the image processing field and is a transformation method in
which a background in the distance transformation is
replaced by a position in a registered image.

The induction portion 50 induces the user by giving the
user a message such as an image or a voice. For example, the
induction portion 50 may induce the user by making the
display device 105 show an induce position.

It is possible to induce so that the surface reflection region
is changed, by changing the inclination of the object with
respect to the biometric sensor 104. When it is difficult to
induce by giving instruction of the inclination of the object to
the user, the distance or the position of the object may be
induced priory.

When the inducing of distance is compared to the inducing
of the position, the inducing of the distance has a merit that
light source distribution with respect to an object is easily
equalized. That is, influence of light-dark is restrained
according to the distance subjected to the light source.
Accordingly, the authentication accuracy may be improved
by inducing based on the distance preferentially. The induc-
ing based on the position may be executed when it is deter-
mined that position difference of the surface reflection region
is not made between the registered image and an obtained
image by the inducing based on the distance. The inducing
based on the inclination may be executed when it is deter-
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mined that the position difference of the surface reflection
region is not made between the registered image and the
obtained image by the inducing based on the position.

FIG. 14 illustrates a table for describing an example of the
registered data registered in the registered database 70
through the above-mentioned registering process. As illus-
trated in FIG. 14, “ID” is information for identifying the
registered user. Information such as name or address of the
user may be associated to the “ID”. “Registration No.” is a
number added to the registered data in order and corresponds
to the enrollment number “n”. In FIG. 14, the total enrollment
number “N” is 3.

“Registered feature data” is a registered data for the
authentication. In the embodiment, the “registered feature
data” is a vein pattern where a vein part is extracted from an
image obtained by the biometric sensor 104. “Surface reflec-
tion region information” is a data of a surface reflection
region detected during obtaining of each registered feature
data. In concrete, the “surface reflection region information”
is a data having “0” or “1” with respect to each small block Ei
used for detecting the surface reflection. For example, “1”
means the surface reflection region, and “0” means non sur-
face reflection region. The information with respect to each Ei
may be assigned to one bit, and the information may be stored
by bit unit.

“Distance at registration” is a distance between the biomet-
ric sensor 104 and the palm during obtaining the registered
feature data. In FIG. 14, the distance is expressed in cm.
“Position at registration” is a center coordinate of a palm
during obtaining the registered feature data, and is a gravity
center of a palm region in concrete. The coordinate is a shift
amount from a center of a screen in a case where the center is
defined as (0, 0). The “distance at registration” and the “posi-
tion at registration” can be used for the inducing process of
the induction portion 50. The “distance at registration” and
the “position at registration” may not be stored in the regis-
tered database 70 but may be stored in the RAM 102 tempo-
rarily.

An image obtained during the registering process may be
determined comprehensively. For example, it may be deter-
mined whether the registering process is executed or not
according to the overlapping ratio R, the distance D, the
position X of an object and an inclination 0 of the object. The
position X of the object is a center coordinate (a gravity
center) of a palm region. The inclination 6 of the object is an
inclination angle of the object with respect to an upper face of
the biometric sensor 104. For example, a registration score Sc
expressed by the following equation (1) may be calculated.

M

The “Sc(n)” is a score Sc with respect to the n-th image.
The “R” is a ratio of a surface reflection region overlapping
with a registered surface reflection region. For example, in the
case ofn=1, R is 0.0 because there is no registered image with
respect to the first image. On the other hand, with respect to
the third image, a ratio of registered surface reflection regions
S, and S, overlapped with a current (n=3) surface reflection
region S; is the “R”. In this case, the “R” is expressed as the
following equation (2). The registered image is a preferable
one when the “R” is smaller.

Sc(n)=ayR+a,"AD+ayAX+ayAO

R=5;N(S,US,)/S3U(S,US>) )

The AD is an absolute value of a difference between the
distance D obtained by the distance sensor 108 and a prede-
termined distance Dy, (a desirable distance). The smaller the
AD is, the more desirable the registered image is. The AX is an
amount indicating a distance between a position (coordinate)
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X of a palm and an appropriate position of the palm. The
smaller the AX is, the more desirable the registered image is.
Same applies to the AB. The A8 is an amount indicating an
absolute value of a difference between the inclination 6 of a
palm and an appropriate inclination of the palm (for example
zero degree). The smaller the A is, the more desirable the
registered image is.

The coefficients a, to a; of the equation (1) are a weight
with respect to the values. Adjusting the value of the coeffi-
cients allows an appropriate determination. For example,
when the coefficients a, to a; are a positive value, it can be
determined that the smaller the registration score Sc(n) of the
equation (1) is, the more desirable the registered image is.

The concrete value of the coefficients “a,” to “a;” may be
set as follows. The coefficients are described so that a term
normalizing each value is included, because each value (R,
AD, AX, AB) has a different changing range. “R” originally
indicates a rate (an overlapping rate of surface reflection
regions), and is a normalized value within a range of 0.0 to
1.0. And so, “a,” may be set to be “W,”. Here, “W,” is a
coefficient indicating important degree of the corresponding
parameter. On the other hand, “AD” indicates an absolute
value indicating a shift amount of the distance. Therefore,
with respectto “AD”, “a,” can be set to be W,/D,. That is, the
coefficient “W,” indicating the important degree is multiplied
by the error rate with respect to the distance Dy, in the coef-
ficient “a,”

Same applies to the coefficient “a,”. “a,” may be set to be
W,/Xmax. Here, the “Xmax” is a maximum value of the AX.
For example, when a resolution of an image is 480 pixels, the
“Xmax” is 240. Same applies to the coefficient “a;”. “a;” may
be set to be W,;/6max. When the unit of the “6” is degree, the
“0” fluctuates within a range from —180 degrees to +180
degrees. Therefore, the “Omax” is 180 degrees.

“W,”to “W,” are set according to important degree of each
parameter with respect to authentication. Therefore, for
example, Wy, W,, W, and W5 may be setto be 0.6, 0.1, 0.1,
and 0.2 respectively. It is relatively easy to follow the fluc-
tuation of the distance and the position in the authentication.
However, it is difficult to follow the surface reflection and the
inclination in the authentication. Therefore, in the case, the
weight of the surface reflection and the inclination is
enlarged. In particular, itis difficult to remove influence of the
surface reflection in the image processing. Therefore, the
weight of the surface reflection is more enlarged than other
parameters.

As an inducing method, a voluntary movement ofa palm of
auser may be induced, by showing a surface reflection region
detected by the surface reflection region detection portion 30
on the display device 105. In this case, a voluntary adjustment
of the user may be induced so that a surface reflection region
does not appear in a registered surface reflection region, by
showing a registered surface reflection region on the display
device 105.

[Authentication Process]|

FIG. 15 illustrates an example of a flowchart executed for
the authentication process. The authentication process is, for
example, executed for a BIOS authentication at a starting of a
PC, alogin authentication of an OS, and so on. The biometric
sensor 104 takes an image I for authentication in accordance
with an instruction of the imager portion 20 (Step S41). Next,
the imager portion 20 generates a feature data for matching
from the image I (Step S42). Here, the feature data for match-
ing can be generated by extracting a feature amount (a vein
pattern or the like) relating to a vein from the image 1.

Next, the authentication process portion 60 matches the
feature data for matching and the registered feature data reg-

20

30

40

45

50

55

12

istered in the registered database 70 (Step S43). Next, the
authentication process portion 60 calculates a similarity
degree between the feature data for matching and the each
registered feature data. In this case, the authentication process
portion 60 selects more than one registered feature data and
calculates the similarity degree. In the embodiment, a simi-
larity degree (coincidence degree) of the vein pattern is cal-
culated. Next, the authentication process portion 60 deter-
mines whether a registered feature data of which calculated
similarity degree is a predetermined threshold or more is
found or not (Step S44). If it is determined as “Yes” in the Step
S44, the authentication process portion 60 determines that the
user subjected to the authentication is a user of the registered
feature data (the authentication is succeeded), and outputs the
determination result (Step S45). If it is determined as “No” in
the Step S44, the authentication process portion 60 outputs a
result relating to a failure of the authentication (Step S46).
It is possible to improve the authentication accuracy by
selecting a registered feature data of which surface reflection
region is similar to that of an image detected for matching
obtained during the matching process, and calculating the
similarity degree between the registered feature data and the
feature data for matching preferentially. The similarity degree
or reliability of the similarity degree may be adjusted accord-
ing to an overlapping ratio of the surface reflection regions. In
this way, the authentication accuracy is improved. For
example, a similarity degree Sim(n) that is a matching result
with respect to a n-th registered template is taken into con-
sideration. A surface reflection region of an image obtained
for matching is referred to as ““S;”. A surface reflection region
of the n-th registered template is referred to as “Sn”. In this
case, the following R(N) is calculated.
R (1)=(S;NS»)/(S;USn) 3)
The R/n) is an amount indicating a common degree
between the surface reflection region of the n-th registered
feature data and that of the feature data for matching. When
the R(n) is large, it can be determined that the reliability of
the similarity degree is high. The calculated similarity degree
Sim(n) may be corrected with use of the result. Here, “f(x)” is
afunction for correcting. For example, the “f(x)” may be “x”.

Sim(#)'=Sim(x)xfIR, (1)) 4

A block matching may be applied to the above-mentioned
matching process. The block matching is a method of divid-
ing a registered feature data and a feature data for matching
into a plurality of spatial blocks and matching by a block unit.
There is a merit of following a small deformation of a palm
with the block matching by the block unit. For example, in a
case where a region near a base of a thumb slightly moves in
parallel because of the difference of extending of the thumb,
overall parallel movement of the palm hardly absorbs. How-
ever, it is possible to absorb as the parallel movement of the
blocks through the division.

Inthe case of the block matching, the authentication can be
performed by determining whether a rate of blocks of which
similarity degree is more than a predetermined threshold is
more than another predetermined threshold or not. Alterna-
tively, only values having a higher similarity degree of all
blocks may be used for determination. For example, only half
of values having a higher similarity degree of all blocks may
be used, and an average value or a median value of the simi-
larity degrees of the higher half of values may be used for the
determination process. In this case, for example, a matching
process can be performed without regions of a registered
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image and an image for matching of which correspondence is
difficult because of a difference of opening of fingers and so
on.

In the embodiment, a plurality of images of which surface
reflection regions do not overlap with each other are regis-
tered, and a probability for matching is improved under a
condition where there are many overlaps between an image
for matching and a registered image. In this case, when the
above-mentioned block matching is applied and only half of
values having a higher similarity degree are used, blocks
having surface reflection region are not used for the determi-
nation, and only preferable regions without surface reflection
region can be used for the determination. It is therefore pos-
sible to improve the authentication accuracy by applying the
block matching to the embodiment.

The registered data of FIG. 14 is applied to one to many
identification. However, the data may be applied to one to one
authentication. The one to many identification is an authen-
tication method foridentifying a user from registered N users.
The one to one authentication is an authentication method in
which a user is specified with use of an ID card in advance and
the authentication is performed. Therefore, the one to one
authentication is an authentication method for determining
whether one registered user corresponds to auser subjected to
the authentication or not.

In the above-mentioned embodiments, a palm is used as an
object. However, an image of another object such as a finger
may be taken, and a vein pattern under a skin of the object may
be extracted as biometric information. In the above-men-
tioned embodiments, a vein pattern is used as a biological
body. However, another biological body where a surface
reflection component appears as a noise may be applied to the
above-mentioned embodiments. For example, a face, an iris
and so on may be used as the biometric information.

In the above-mentioned embodiments, the surface reflec-
tion region detection portion 30 acts as a detection portion for
detecting a surface reflection region of a plurality of biometric
images. The surface reflection region check portion 40 and
the registered database 70 act as a storage portion for storing
the biometric information obtained from biometric images of
which surface reflection region is different from each other.
The authentication process portion 60 acts as a selection
portion and acts as a matching portion.

All examples and conditional language recited herein are
intended for pedagogical purposes to aid the reader in under-
standing the invention and the concepts contributed by the
inventor to furthering the art, and are to be construed as being
without limitation to such specifically recited examples and
conditions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although the embodiments of the
present invention have been described in detail, it should be
understood that the various change, substitutions, and alter-
ations could be made hereto without departing from the spirit
and scope of the invention.

What is claimed is:

1. A biometric information process device comprising:

a biometric sensor to obtain a plurality of biometric images
of an identical instance of an identical user;

a detector to detect each of first regions from each of the
plurality of biometric images based on a first threshold
of a brightness value or a high frequency wave compo-
nent and detect each of second regions of which bright-
ness value is larger than a second threshold from each of
the first regions as each of surface reflection regions of
biometric images; and
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a storage to store biometric information obtained from
each ofthe biometric images corresponding to the iden-
tical instance of the identical user, the biometric images
having different surface reflection regions each of which
is located in a different location in the biometric images
from each other.

2. The biometric information process device as claimed in
claim 1, wherein the detector divides one of the plurality of
biometric images into a plurality of regions and detects
whether each of the plurality of regions are a surface reflec-
tion region.

3. The biometric information process device as claimed in
claim 1, further comprising:

a calculator to calculate an overlapping ratio of the surface
reflection regions detected by the detector with respect
to the biometric images,

wherein the storage stores the biometric information of the
biometric images when the overlapping ratio calculated
by the calculator is a predetermined value or less.

4. The biometric information process device as claimed in

claim 3, further comprising:

a guider to guide a biological body of a user when the
biometric sensor obtains biometric images and the over-
lapping ratio calculated by the calculator is a predeter-
mined value or more.

5. The biometric information process device as claimed in
claim 4, wherein the guider guides at least a position of the
biological body, a distance between the biological body and
the biometric sensor, and an inclination of the biological body
with respect to the biometric sensor.

6. The biometric information process device as claimed in
claim 4, wherein:

the storage stores the surface reflection region; and

the guider has a display device to display the surface reflec-
tion region stored in the storage when inducing the bio-
logical body.

7. The biometric information process device as claimed in

claim 1, further comprising:

a selector to select one or more of biometric information of
the biometric images stored in the storage; and

a matcher to match the biometric information selected by
the selector with biometric information for authentica-
tion of a biometric image for authentication of a user
subjected to authentication obtained by the biometric
sensor.

8. The biometric information process device as claimed in

claim 7, wherein:

the storage stores a plurality of biometric information by
associating the plurality of biometric information with a
surface reflection region; and

the selector selects the biometric information according to
the overlapping ratio between the surface reflection
region of the biometric information for authentication
and the surface reflection region stored in the storage.

9. The biometric information process device as claimed in
claim 8, wherein the matcher uses the overlapping ratio
between the surface reflection region of the biometric infor-
mation for matching and the surface reflection region stored
in the storage during matching.

10. The biometric information process device as claimed in
claim 7, wherein the matcher divides the biometric informa-
tion selected by the selector and the biometric information for
authentication into blocks, and matches with respect to each
of'the blocks during matching.

11. The biometric information process device as claimed in
claim 1, wherein the biometric information is a vein pattern.
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12. The biometric information process device as claimed in

claim 1 further comprising:

a priority order calculator to calculate a priority order of
each of the biometric information stored in the storage,
based on a similarity between a location of each of the
biometric information stored in the storage and a loca-
tion of biometric information for authentication of a
biometric image for authentication of a user subjected to
authentication obtained by the biometric sensor.

13. A biometric information process method comprising:
obtaining a plurality of biometric images of an identical
instance of an identical user with a biometric sensor;
detecting each of first regions from each of the plurality of
biometric images based on a first threshold of a bright-
ness value or a high frequency wave component and
detecting each of second regions of which brightness
value is larger than a second threshold from each of the
first regions as each of surface reflection regions of bio-

metric images; and

storing biometric information obtained from each of the
biometric images corresponding to the identical
instance of the identical user, the biometric images hav-
ing different surface reflection regions each of which if
located in a different location in the biometric images
from each other.

14. The method as claimed in claim 13 further comprising:

calculating a priority order of each of the biometric infor-
mation stored in the storage, based on a similarity
between a location of each of the biometric information
stored in the storage and a location of biometric infor-
mation for authentication of a biometric image for
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authentication of a user subjected to authentication
obtained by the biometric sensor.

15. A computer readable, non-transitory medium storing a
program that causes a computer to execute a process, the
process comprising:

obtaining a plurality of biometric images of an identical

instance of an identical user with a biometric sensor;

detecting each of first regions from each of the plurality of

biometric images based on a first threshold of a bright-
ness value or a high frequency wave component and
detecting each of second regions of which brightness
value is larger than a second threshold from each of the
first regions as each of surface reflection regions of bio-
metric images; and

storing biometric information obtained from each of the

biometric images corresponding to the identical
instance of the identical user, the biometric images hav-
ing different surface reflection regions each of which if
located in a different location in the biometric images
from each other.

16. The medium as claimed in claim 15, wherein the pro-
cess further comprises:
calculating a priority order of each of the biometric infor-

mation stored in the storage, based on a similarity
between a location of each of the biometric information
stored in the storage and a location of biometric infor-
mation for authentication of a biometric image for
authentication of a user subjected to authentication
obtained by the biometric sensor.
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